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Global IP White/Black list Automatic Mode Recurrent Pattern AS Engine

Bayesian AS Engine

Heuristics AS Engine

SFFv2
(Simile Fingerprint Filter)

Spam Quarantine

Notices Quarantine

Lists Quarantine

Reporting, Logs and
Tracking Management

Email Validation

Tagged Email

Valid Email Backup

Inbound Email
Delivered

Automatic On-line Updating

Protected Email Server
at Customer Side
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Cyren Reputation List

Reputation Lists

Sender Domval

Recipient Call Out
(SMTP, LDAP, PROMO)

Anti-Spoofing filter

DNSSEC ENABLED RESOLVER

Greylisting Delay

SPF SSFv2

White/Black List DKIM

Greylisting DMARC

Inbound Email

PREDICTIVE ANALYTICS
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(Simile Fingerprint Filter)

Reporting, Logs and
Tracking Management

Automatic On-line Updating
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Reputation Lists

Spoofing filter

DNSSEC ENABLED RESOLVER

Greylisting Delay

SPF

White/Black List Trust List

DKIM DMARC

Outbound Email

Email Server
at Customer

Side

SMTP Error code (Filter Reject)

PREDICTIVE ANALYTICS

Corporate
Email Queue

Mass Mailing
Queue

High Low

High Priority IP pool

Low Priority - Load Balanced IP pool


